
CORPORATE OVERVIEW  
& CAPABILITIES 

About Us

DirectDefense is a privately-owned information 

security services and 24/7 managed security services 

provider. Our leadership team carries decades of 

experience in information security, and has built a 

team aligned with our mission to offer managed 

services that are unmatched in the industry. We offer 

solutions for every vertical because no industry is 

less vulnerable to security threats than another. Our 

goal is to keep your organization safe and mitigate 

risk, so you can focus on running your business.

Services Overview

Professional Services
•	 Application and Network Security

•	 Penetration Testing

•	 Compliance Services

•	 Cloud Architecture Security

Managed Security
•	 24x7, 8x5, Holidays / Off Hours 

•	 SOC as a Service

•	 IR & Managed Security Infrastructure

Connected Systems 
•	 SCADA / IoT

•	 Mobile Device & Application Testing

•	 Smart Infrastructure 

Talent Acquisition Services
•	 Application and Network Security

•	 Temporary Staffing

•	 Temp-to-hire

50+
Employees

8
Offices  

Nationwide

10
Industry  
Awards

•	 Technical assessment

•	 Architecture review

•	 SCADA SOC and real time security monitoring

•	 System certification and compliance

•	 Embedded systems, smart cities, IoT and IIoT  
technical testing and validation

IoT, SCADA & 
Connected  

Systems

•	 SIEM, IDS/IPS, NAC, endpoint protection, email security,  
firewall, secure web gateway, web app firewall

•	 Breach detection, threat hunting, threat analysis

•	 Incident response, forensics, malware analysis

•	 DDOS mitigation

•	 Remediation and vulnerability management

•	 Security operations management

Managed  
Security  
Services

•	 Web application, mobile application, API, cloud  
environment and thick client testing

•	 Source code review

•	 Secure Development Lifecycle gap analysis

•	 Network and wireless penetration testing

•	 Social engineering, phishing, phone pretexting

•	 Infrastructure and server configuration review  
(DISA STIG, CIS, NSA, NIST)

•	 Physical penetration testing and facility reviews

Technical  
Security  
Testing

•	 Assessment and Authorization (A&A)

•	 NIST Risk Management Framework (RMF)

•	 ATO & FedRAMP Package Development  
(SSP, Policies, Procedures & Plans)

•	 POA&M Management & Continuous Monitoring

•	 CIO/CISO Advisory, Cybersecurity Consulting 

•	 Risk, Readiness & Compliance Assessments 

•	 (FISMA, FedRAMP, NIST, CMMC, HIPAA, CJIS, FFIEC,  
NERC CIP, ISO 27001)

•	 Independent Verification & Validation (IV&V)

•	 Staff augmentation (ISSO, V/CISO)

Cybersecurity 
& Regulatory 

Compliance
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https://www.directdefense.com/get-started/

